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Transformation, Cloud Computing, Internet of Things, Artificial Intelligence, Remote Work, DevOps, Al, IoT, Serverless, Big
Data and Blockchain Read an overview of the IT industry and use cases of those technologies on the Superfans website.
Superfans was built on the platform of Percona Cloud Tools (PCT) and Percona XtraDB Cluster. However, no matter how
powerful the cluster, it is unable to protect your environment against a DDoS attack. Such an attack can take off a server node,
crash the cluster, bring down the entire environment, and even infect your environment with malware. In this post, we will
provide a simple recipe of how to mitigate such an attack. Server Nodes Are The Weakest Link To understand why our cluster
would not be able to survive a DDoS attack, you should know some basic facts about Percona XtraDB Cluster: It consists of
server nodes and client nodes. The server nodes are responsible for the data storage. The server nodes are located in data centers
that can be potentially attacked. Each of the server nodes is a single process. Every server node has two identical cpus, which is
able to process transactions in parallel. Since the server nodes are single process nodes, a malicious actor can easily control the
server node without being detected by the cluster. Mitigating The DDoS Attack From a single server node, a malicious actor can
easily disrupt the cluster, which means our cluster will be under a DDoS attack. To survive the attack, we need to use multiple
server nodes to fight against the attack. The following steps will help you defend your cluster against the DDoS attack. The
Recommendation For Server Node And Client Node Count Since we are preparing the cluster to fight against a DDoS attack,
we need at least two server nodes to be online at a time to survive the attack. There are a lot of ways to use more server nodes.
We have experience in using those. However, what we want to recommend is to add more server nodes. Let9
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